
Cyber Security Services: Assessments
Background
As technology use increases in the nuclear 
industry, so does the need to secure the critical 
digital assets (CDAs) from cyber attack. The U.S. 
Nuclear Regulatory Commission recognized this 
fact and issued Regulatory Guide (RG) 5.71, 
and the Nuclear Energy Institute (NEI) followed 
with NEI 08-09. Both documents assist plants 
in meeting the requirements of 10 CFR 73.54, 
“Protection of digital computer and communication 
systems and networks.” These regulatory guides 
require licensees to secure their CDAs within a 
timeframe specified within their Cyber Security 
Plans.
With 547 controls to be evaluated for every CDA 
in the plant (according to the Westinghouse 
breakdown of NEI 08-09), this will be a large 
commitment. The additional work necessary to 
complete this effort stretches operating resources. 
Westinghouse has the expertise and technology to 
conduct these assessments with the right nuclear 
mindset. 

Description
The Westinghouse Cyber Security Assessment 
team provides a solution to licensees, with options 
that include consulting with plant personnel, 
conducting assessment training, or performing 
the full assessment. This team has conducted 
NEI 08-09 and RG 5.71 assessments for 
several plants and has developed an efficient 
assessment methodology. Westinghouse has 
customized Lumension® Risk Manager (LRM) with 
nuclear content and, along with the assessment 
methodology, is able to expedite the assessment 
process. 
The assessment methodology uses the 
commonalities among CDAs, devices and plants, 
and uses LRM to eliminate redundant work and 
automate parts of the assessment process. The 
Cyber Security Assessment team classifies CDAs 
into 16 common control groupings and determines 
the complexity level for each. This information is 
implemented in LRM, which allows every control 
to be assessed for every CDA with a detailed and 
specific score and observation.
With experience, a proven methodology and a 
customized tool, Westinghouse is well-positioned 
to perform plant assessments in a fraction of the 
time that it typically takes for plants to complete 
them.
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Benefits
The Cyber Security Assessment service provides 
numerous benefits:
Time Savings – Westinghouse expertise, methodology and 
custom tools can save plants significant time assessing 
each control to determine and document compliance with 
NEI 08-09. The following table shows the effort required 
for plant personnel to assess the 547 controls for an 
estimated 500 CDAs at an average of 6 minutes for each 
control, compared to the estimated Westinghouse effort.

Straight Assessment Effort for 500 CDAs: 27,350 (hr)

Westinghouse Methodology:

Control Scope Controls Effort (hr)

Fleet/Site Specific Controls 285 29 

Network Specific Controls 81 8 

Device Type Specific Controls 145 15 

Location Specific Controls 27 3 

Average CDA Specific Controls 180 9,000 

Total Westinghouse Effort* 9,055

*Further efficiencies can be achieved depending on device commonality and complexity. 
This information is provided for illustrative purposes only.

Remediation – The Cyber Security Assessment team can 
identify the CDAs that are not compliant and recommend 
remediation for them. Remediation may include applying 
a technology or an alternate control to become compliant 
with the control’s requirements.
Experience – The Cyber Security Assessment team has 
unparalleled experience assessing the CDAs within plants, 
and the cyber security knowledge and expertise to quickly 
determine compliance with the control requirements.
Flexible Options – The Cyber Security Assessment team 
works with the plant to provide the level of service desired, 
from full assessment, to training, to consulting with plant 
staff.


